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PROFESSIONAL SUMMARY

AI/ML Engineer with 4+ years of experience developing machine learning systems, AI automation solutions, and data-driven
applications across government, industry, and research environments. Experienced in end-to-end ML pipelines, document
classification, LLM fine-tuning (LoRA/QLoRA), RAG, and AI workflow automation using Python and n8n. Built a document
classification system processing 500,000+ government records with 95% accuracy, reducing manual errors by 70%. Strong
background in Generative AI, cybersecurity, data privacy, and production-oriented AI systems.

EDUCATION & TRAINING
Bachelor of Science in Computer Science (BS-CS) 2017— 2021
CGPA 3.46 / 4.00 | Class Rank: Top 3%
Abdul Wali Khan University Mardan, Pakistan

• Relevant Coursework: Artificial Intelligence, Data Structures & Algorithms, Network & Data Security, Software Development

• Final Year Project: Email Spam Classification UsingMultiNomial Naive BayesMachine Learning Algorithm
Diploma In Information Technology —Marks 1095 / 1400 2017 — 2018

• Relevant Coursework: Office Automation, Web Development, Database Management (SQL & MS Access), Programming

WORK EXPERIENCE
Lab Instructor and Technologist Feb 2026 — July 2026
University of Technology (UoT) Nowshera, Pakistan

• Designed and delivered hands-on Python-based data andmachine learning workflows, covering data preprocessing,
exploratory data analysis, visualization, and introductory ML techniques.

• Guided undergraduate projects involving data collection, preprocessing, analysis, visualization, and predictive modeling,
helping students translate real-world problems into data-driven solutions.

• Conducted laboratory experiments inOperating Systems and Big Data Analytics, developing practical experience with
system-level programming, large-scale data processing, and analytical workflows.

Software Engineer - Remote Dec 2025 — Present
Que Dot Inc. Toronto, Canada

• Designing and integrated AI-based solutions into existing software systems to automate business workflows and improve
operational efficiency.

• Implementing AI-driven automation pipelines using Python and n8n to reducemanual processing and streamline repetitive tasks.
• Developing custom n8n nodes and webhook integrations to connect AI services with CRMs, databases, and internal platforms.

Machine Learning Engineer Nov 2023 — Dec 2025
Department of Science & Technology and Information Technology (ST&IT) Civil Secretariat, Peshawar, Pakistan

• Under Paperless Governance Initiative, Implemented a document classification system utilizing machine learning algorithms,
classified over 500,000 documents with an accuracy rate of 95%, significantly reducingmanual errors by 70%

• Leading data preprocessing efforts by developing and implementing pipelines for data cleaning, feature engineering, and
normalization, ensuring high-quality, clean, and properly formatted datasets.

Machine Learning Intern — Remote Sept 2024 — Aug 2025
AI Explain You Science (AIEYS) – Supervisor: Dr. Inam Ullah Islamabad, Pakistan

• Working on Electric Vehicles Charger Attacks (CICEVSE2024) Dataset, comprising of power consumption data, network traffic
captures, and host activities under both benign and attack conditions.

• DevelopingMachine Learning & Deep Learning algorithms to detect andmitigate malicioius activities, ensuring safety and
reliability of critical infrastructures

AI Curriculum Consultant May 2023 — August 2023
Department of Science and Technology & Information Technology KPK, Pakistan



• Worked as a curricula consultant under the project titled “Merged Areas Digital Connect” to developmodern cybersecurity & AI
curriculum to be taught at more than 15 training centers.

• Over 900 students have been trained and educated on the specified curricula across 15 centers, ensuring not only successful
completion of training and also student placement in private sectors.

InfoSec Intern – On-Site/Part-time July 2023 — December 2023
Corvit Systems Peshawar Khyber Pakhtunkhwa, Pakistan

• Built proficiency in scalable and efficient codebases, ensuring modularity and ease of reuse for machine learning tasks
• Achieved practical exposure in processing and annotating large datasets, improving model performance through feature
engineering and augmentation techniques.

AI & Cloud Security Intern — Remote July 2023 — January 2024
Virtually Testing Foundation (VTF) Los Angeles, California, USA

• Collaborated on AutoDetectNet, applyingmachine learning algorithms for automated network vulnerability detection.
• Analyzed & documented cyberattacks, including PoC exploitation tactics, andmappedmitigation strategies toMITRE ATT&CK
• Gained hands-on experience with cloud security, IAM, encryption, firewall configuration, compliance, and securitymonitoring
to strengthen data and infrastructure protection.

Young Professional Officer (YPO) — Full-time Nov 2021 — Nov 2023
Department of Finance, Government of Khyber Pakhtunkhwan KPK, Pakistan

• Worked under “Citizen Facilitation Centers” project to develop automated systems that provide services online such as online
domicile service, Police Clearance service etc.

• Ensured data security and privacy during post-deployment scenarios where third-party vendors access to system or data is a
security risk.

PROFESSIONAL TRAINING & CERTIFICATIONS
• Designing Agentic Systems with LangChain DataCamp
• Advanced Machine Learning Skill Track by 365 Data Science — 4 Courses
• Google Cyber security Professional Certificate Specialization Course
• IBM Cyber security Analyst by IBM and Coursera Specialization Course
• Developing LLM Applications with LangChain by DataCamp
• Data Privacy and Anonymization by datacamp
• The Nuts and Bolts of Machine Learning by Google
• Introduction to NLP for AI by 365 Data Science
• Introduction to Cloud by DataCamp
• Intermediate Deep Learning with PyTorch By DataCamp

PROFESSIONAL PROJECTS

IntruderAlert: LLM-integrated Intelligent Intrusion Detection System for Electric Vehicles Charging Stations
Tech Stack: Scikit-Learn, Neural Networks, Fine-tuning, LLMs, Python, Numpy, streamlit

• Developed a binary &multiclass classifier using tree-based ensemble learning techniques to distinguish between benign and
attack activities on charging stations, with Random Forest (95.92% accuracy) outperforming all other algorithms.

• Fine-tuned Llama 3.1 7B in a two-stage anomaly detection system, combining high-speed ML-based detection with LLM-driven,
human-readable reports explaining anomalies and suggesting mitigation strategies.

HandTok: A Sign Language Translation Application—Python, OpenCV, React-Native, Flask, Keras, Sci-kit Learn
• Implemented Convolutional Neural Network (CNN) for model training on two large sign language datasets,OpenCV for hand
landmarks detection, and used AdamOptimizer for model optimization, resulting in an impressive accuracy of 98%.

• The application enables smooth communication for hearing & speech-impaired individuals by converting gestures into written
text & spoken language, and vice versa.

• Achieved real-time accurate translation, user-friendly interface design, and promotion accessibility for impaired people

LANGUAGE SKILLS
International English Language Testing System (IELTS)
Overall: 7.5 Listening: 8.5 Writing: 6.5 Reading: 8.0 Speaking: 7.5

Native Languages: Urdu | Pashto

https://drive.google.com/file/d/1TC-YmP2hrEZzpwxLFsh1PsSV2-i-tdh_/view?usp=drive_link
https://drive.google.com/file/d/1SEiBO51B7ogtNlfWGfFjAWbcR0_PKQJo/view?usp=drive_link
https://www.credly.com/badges/9e9a8ba9-c007-4433-b91e-201fcd5c6148/linked_in_profile
https://www.coursera.org/account/accomplishments/professional-cert/SXMNQF8U24BM
https://drive.google.com/file/d/1yqfSoycRqDhrpbvs4hOa9qKISj5gL-WR/view?usp=drive_link
https://drive.google.com/file/d/1y-_qabmiDcvZZW1pIrk6_NGOwqyKLjzY/view?usp=drive_link
https://www.coursera.org/account/accomplishments/verify/GBMESS7M6E2B?utm_source=link&utm_medium=certificate&utm_content=cert_image&utm_campaign=sharing_cta&utm_product=course
https://drive.google.com/file/d/1qzjf4-NJwkGpE-Q6duuhbPqK-5gMnnbS/view?usp=drive_link
https://drive.google.com/file/d/1xxKxDsI3ukSREL6CI8O3tXx2ZNkjxyKS/view?usp=drive_link
https://drive.google.com/file/d/1YIa8NIWRZD_0-Y4vS1MYv1OVuZ74FbuA/view?usp=drive_link


TECHNICAL SKILLS
Programming Languages: C++ , Python (Advanced) , MongoDB , HTML , HTML, JavaScript

Machine Learning & Deep Learning: Scikit-learn , Keras , Einops & Einsum, , PyTorch , LLMs, CNNs, GANs, RNNs, Ensemble Learning

Data Analytics & Image Processing: Numpy , Pandas , Seaborn , Matplotlib , Plotly , OpenCV , Streamlit

LLMs & Generative AI: LLM Fine-Tuning (LoRA/QLoRA), Llama 3.1, Prompt Engineering, LLM-Integrated Systems, Retrieval-Augmented
Generation (RAG), LangChain, LangGraph, Vector Databases (Chroma, Pinecone, FAISS)

AI Automation & Integration: n8n, Workflow Automation, Webhook & API Integration, CRM/Database Integration, AWS Cloud, Git/GitHub

AWARDS & PROGRAMMING COMPETITIONS

Winner (60+ teams) in inter-universities Speed Programming Contest — Northern University, Wattar Campus, 2019 Certificate

Runner-up (30+ teams) in Emerging Technologies Competition (ICUETC-18) — Islamia College University, Peshawar, 2018 Certificate

Intern of Excellence Award (Among 100+ interns)— Virtually Testing Foundation 2023

Toppedmy District in English Essay Competition — District Youth Affairs Nowshera, 2023 Certificate

Ranked 5th in Cyber security Training CTF Contest — Ignite National Technology Fund, 2023 Certificate

Machine Learning Summer School — Cohere Labs Open Science Community Certificate

SCIENTIFIC PUBLICATIONS Citations: 5 | H-index: 2 | Google Scholar

CONFERENCE PUBLICATIONS

C1. AI-Driven Modern Cybersecurity Approach: A Systematic Literature Review Participation Certificate
Authors: Yasir Khan, Dr. Muhammad Tufail
• Presented at 2nd International Conference On Emerging Trends & Innovation ICETI 29 & 30 July, 2024

C2. Voice of Hearing and Speech Impaired People Presentation Abstract
Authors: Sadaf Manzoor, Yasir Khan
• Oral Paper Presentation at International conference and Forum on Assistive Technologies for Special Needs, Dec, 2024

JOURNAL PUBLICATIONS

J1. Cybersecurity in Cloud Systems: Opportunities, Challenges, andWay Forward July 2024
Authors: Dr. Sabitha Banu, Yasir Khan, Mehdi Gheiseri, Aaqif Afzaal Abbasi, Zhaoxi Fang, Sara Abou Chakra, Mariyum Munir
• Journal of Cloud Computing and Data Science

BOOK CHAPTER PUBLICATIONS

B1. Blockchain-Enabled Cyber Security: Applications, Limitations, And Challenges
Authors: Yasir Khan
• Book: Artificial Intelligence for Blockchain and Cybersecurity Powered IoT Applications

B2. Advancements In ML Techniques And Applications For UAV SwarmManagement Conference Certificate
Authors: Yasir Khan, Sabitha Banu, Junaid Yousaf
• Book: ’Unmanned Aerial Vehicles Swarm for Protecting Smart Cities: Future Trends & Challenges’

B3. Security And Privacy In AG-IOT-Enabled Unmanned Aerial Vehicles For Smart Cities Conference Certificate
Authors: Yasir Khan, Sadaf Manzoor
• Presented at 2nd International Conference On Emerging Trends & Innovation ICETI 29 & 30 July, 2024
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https://drive.google.com/file/d/1QX9I_2HLpFIKdztS-8xaJ9y6sGehk0Qt/view?usp=drive_link
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https://github.com/YasirISkhan/ATSN-24-Conference/blob/main/YasirKhan_Abstract.pdf
https://doi.org/10.37256/ccds.6220256399
https://tinyurl.com/4tzkck92
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